GAMS A INVESTMENTS LTD

GMSA INVESTMENTS LIMITED
PRIVACY NOTICE

GMSA Investments Limited ("GMSA", "we", "us" or "our") respects the privacy of individuals
whose personal data we process in connection with our business.

This Privacy Notice explains how we collect, use, disclose and protect personal data and
the rights available to individuals under applicable data protection legislation, including
the UK General Data Protection Regulation ("UK GDPR") and the Data Protection Act 2018.

GMSA is authorised and regulated by the Financial Conduct Authority (FRN 460724).
1. Who we are

GMSA Investments Limited is the controller of personal data processed in connection with
our business activities.

GMSA Investments Limited
Second Floor

22 Conduit Street

London

W1S 2XR

United Kingdom

Company number: 05996637
Email: arossetto@gmsauk.com

Where appropriate, references in this Privacy Notice to "you" or "your" include clients,
prospective clients, counterparties, prospective counterparties, representatives,
directors, officers, employees, beneficial owners, authorised persons, introducers,
professional advisers, website users and other individuals whose personal data we
process.

2. Personal data we may collect

Depending on the nature of our relationship with you, we may collect and process the
following categories of personal data.
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Identification and contact information

This may include:

name;
business address;

email address;

telephone number;

job title and position;

employer or organisation;

nationality and country of residence where relevant;

identification documents and information contained in those documents.

Professional and regulatory information

This may include:

professional role and employment history;

regulatory status;

professional qualifications;

information required for client categorisation;

Legal Entity Identifier information;

information relating to authority to act on behalf of an organisation;
information concerning regulatory or compliance matters.

Know Your Customer and financial crime information

Where required, we may collect information relating to:

customer due diligence;

beneficial ownership;

source of funds or source of wealth where applicable;
politically exposed person status;

sanctions screening;

adverse media screening;

anti-money laundering and counter-terrorist financing checks;
financial crime risk assessments.

Transaction and trading information

This may include:
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e orders andinstructions;

e transaction details;

e pricing information;

e settlementinformation;

e payment and account information;

e trading and transaction reporting information;

e communications concerning transactions;

o information relating to counterparties and authorised persons.

Communications
We may record and retain business communications, including:

e telephone conversations;

e emails;

e Bloomberg messages;

e approved instant messaging;

e otherelectronic communications used for business purposes.

Where communications are subject to mandatory recording requirements, we will record
and retain them in accordance with applicable legal and regulatory requirements.

Website information
When you use our website, we may collect information such as:

¢ information submitted through contact forms;

e technical information;

e |Paddress;

e browser and device information;

e information concerning how you interact with our website;

e cookie and similar technology information where applicable.

3. How we collect personal data
We may collect personal data:

e directly fromyou;

o fromyour employer or organisation;

o from authorised representatives;

o from counterparties and service providers;

o from publicly available sources;
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e« from regulatory and governmental sources;

o from credit, sanctions, screening and financial crime databases;
o from professional advisers;

o from third-party verification and due diligence providers;

e through our website and electronic communications.

Where we obtain personal data from sources other than the individual concerned, we will
handle that information in accordance with applicable data protection requirements.

4. How we use personal data
We may use personal data for the following purposes:
Client and counterparty onboarding

e establishing and maintaining business relationships;

o verifying identity and authority;

e assessing client categorisation;

e conducting due diligence;

e establishing and maintaining account and transaction records.

Providing our services

e receiving and executing orders;

e arranging or facilitating transactions;

e providing market information and related services;
e confirming transactions;

o facilitating settlement;

e managing operational and counterparty risks.

Financial crime prevention

e conducting AML and CTF checks;

e sanctions screening;

e PEP and adverse media screening;

e preventing and detecting fraud and other financial crime;
e identifying and investigating suspicious activity;

e complying with applicable financial crime legislation.
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Regulatory compliance

We may process personal data to comply with our legal and regulatory obligations,
including obligations relating to:

¢ the Financial Conduct Authority;

e transaction and regulatory reporting;

e market abuse;

o financial crime;

e sanctions;

e record keeping;

e client communications;

e regulatoryinvestigations and requests.

Risk management and business administration

e managing credit and counterparty risk;

e managing conflicts of interest;

e maintaining business records;

¢ information security;

e business continuity and operational resilience;
e auditing;

e legal and professional advice;

¢ managing disputes and complaints;

e protecting our business and systems.

Website and communications
We may use information submitted through our website to:

e respond to enquiries;

e communicate with prospective clients and counterparties;
e maintain records of communications;

¢ administer and improve our website.

We will not use personal data for purposes that are incompatible with the purposes
described in this Privacy Notice unless we have a lawful basis to do so and, where
required, provide further information to the individual concerned.

5. Lawful bases for processing
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We will only process personal data where we have an appropriate lawful basis under

applicable data protection legislation.
Depending on the circumstances, the lawful basis may include:
Contract

Processing may be necessary to enter into or perform a contract with you or to take steps
at your request before entering into a contract.

This may include client onboarding, transaction execution, settlement and related
administration.

Legal obligation

We may process personal data where this is necessary to comply with a legal or regulatory
obligation.

This may include obligations relating to AML, sanctions, market abuse, transaction
reporting, record keeping and regulatory supervision.

Legitimate interests

We may process personal data where necessary for our legitimate interests or those of a
third party, provided that those interests are not overridden by the individual's interests,
rights or freedoms.

Our legitimate interests may include:

e conducting and developing our business;

¢ managing client and counterparty relationships;

e managing risk;

e preventing fraud and financial crime;

e protecting our systems and information;

e maintaining information security;

¢ managing disputes;

e improving our services and website;

e maintaining appropriate business and compliance records.

Where we rely on legitimate interests, we will consider whether the processing is
necessary and proportionate and whether the individual's rights and freedoms override

those interests. The ICO's current guidance confirms that legitimate interests requires
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consideration of the legitimate interest, necessity and the balancing of individual rights

and freedoms.
Consent
Where required by law, we may rely on consent for particular processing activities.

Where processing is based on consent, you may withdraw that consent at any time.
Withdrawal of consent will not affect the lawfulness of processing carried out before
withdrawal.

6. Special categories of personal data and criminal offence data

In limited circumstances, we may process information that falls within special categories
of personal data or information relating to criminal offences where this is necessary for our
regulatory, legal or financial crime compliance activities.

Where such processing takes place, we will ensure that an appropriate additional
condition under applicable data protection legislation is satisfied.

We will only process such information where it is necessary and proportionate for the
relevant purpose.

7. Who we may share personal data with
Depending on the circumstances, we may disclose personal data to:

e the Financial Conduct Authority and other regulators;

e law enforcement and governmental authorities;

e courts and tribunals;

e trading venues and market infrastructures;

e clearing and settlement systems;

e custodians and settlement agents;

¢ banks and payment service providers;

e counterparties and their authorised representatives where necessary to execute or
settle transactions;

o professional advisers including lawyers, accountants and auditors;

e compliance, screening and due diligence providers;

e technology and IT service providers;

e communications and recording providers;

e other service providers supporting our business.
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We will only disclose personal data where there is an appropriate legal basis for doing so.

Where we share personal data with service providers, we will take appropriate steps to
ensure that the information is processed securely and in accordance with applicable data
protection requirements.

8. International transfers

Some of our service providers, counterparties or other recipients may be located outside
the United Kingdom.

Where personal data is transferred outside the UK, we will ensure that the transfer is made
in accordance with applicable data protection legislation.

Depending on the circumstances, this may include relying on:

e anadequacy regulation or decision;

e appropriate safeguards such as the UK International Data Transfer Agreement or UK
Addendum to EU standard contractual clauses;

e another lawful transfer mechanism permitted by applicable data protection
legislation.

Further information about relevant safeguards may be obtained from us on request.
9. How long we retain personal data

We retain personal data for as long as reasonably necessary for the purposes for which it
was collected, including to satisfy legal, regulatory, accounting, reporting and operational
requirements.

GMSA retains relevant personal data for a minimum period of five years, unless a longer
period is required by applicable law or regulation or is otherwise necessary for legitimate
business purposes.

Different categories of personal data may be subject to longer retention periods depending
on the nature of the information and the applicable legal, regulatory or operational
requirements.

In determining the appropriate retention period, we consider:

e applicable legal and regulatory requirements;
o FCArecord-keeping requirements;
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e AML and financial crime requirements;

e transaction and communications record-keeping requirements;
e the nature of the relationship;

o the potential for disputes or regulatory investigations; and

e our legitimate business requirements.

Where specific legal or regulatory retention periods apply, GMSA will retain the relevant
records for at least the applicable period.

When personal data is no longer required, it will be securely deleted or anonymised where
appropriate.

10. Security of personal data

GMSA maintains appropriate technical and organisational measures designed to protect
personal data against:

e unauthorised access;
e accidental loss;

e destruction;

o alteration;

e disclosure;

e misuse.

Access to personal data is restricted to individuals and service providers who require
access for legitimate business, legal or regulatory purposes.

No method of electronic transmission or storage can be guaranteed to be completely
secure. We therefore cannot guarantee absolute security of personal data.

11. Your rights

Subject to applicable legal and regulatory exemptions, you may have rights in relation to
your personal data, including:

e therightto be informed about how your personal data is processed;

e theright of access to your personal data;

e therightto request correction of inaccurate or incomplete information;
e therightto request erasure in certain circumstances;

e theright to request restriction of processing in certain circumstances;
e therightto objectto processingin certain circumstances;

e theright to data portability where applicable;
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e rights relating to certain automated decision-making and profiling.

These rights are not absolute and may be subject to legal or regulatory restrictions.

For example, GMSA may be required to retain information in order to comply with legal or
regulatory obligations and may therefore be unable to comply with a request for deletion in
certain circumstances.

Where we rely on legitimate interests, you have the right to object to the processingin
accordance with applicable law. The ICO confirms that individuals have a right to object
where legitimate interests is relied upon as the lawful basis.

12. How to exercise your rights
Requests concerning your personal data should be submitted to:

Compliance Officer
GMSA Investments Limited
Second Floor

22 Conduit Street

London

W1S 2XR

United Kingdom

Email: arossetto@gmsauk.com

We may request additional information to verify your identity before responding to a
request.

We will respond to valid requests within the period required by applicable data protection
legislation.

13. Right to complain

If you have concerns about the way GMSA processes your personal data, you should
contact us in the first instance so that we can investigate your concern.

You also have the right to complain to the Information Commissioner's Office ("ICO"),
the UK's independent supervisory authority for data protection.

Further information about making a complaint is available from the ICO.
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Information Commissioner's Office

14. Cookies and similar technologies
Our website may use cookies and similar technologies.

Some cookies may be necessary for the operation and security of the website. Other
cookies may be used for analytical or other purposes.

Where applicable, we will provide appropriate information about cookies and obtain
consent where required by law.

Further information is available in our Cookie Policy.
15. Third-party websites
Our website may contain links to third-party websites.

This Privacy Notice does not apply to those websites. GMSA is not responsible for the
privacy practices or content of third-party websites.

We recommend reviewing the privacy notice of any third-party website before providing
personal data.

16. Changes to this Privacy Notice

We may update this Privacy Notice from time to time to reflect changes in our business,
legal or regulatory requirements, technology or data-processing activities.

The current version will be made available on the GMSA website.

Where changes are material, we may provide additional notification where required by
applicable law.

17. Contact details

For questions regarding this Privacy Notice or GMSA's processing of personal data, please
contact:

GMSA Investments Limited
Second Floor
22 Conduit Street
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London
W1S 2XR
United Kingdom

Email: arossetto@gmsauk.com
Telephone: +44 (0)20 3411 4180
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